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The purpose of this training circular is to provide infor-
mation about the radioelectronic combat threat. The en-
emy integrates electronic intercept and direction-finding
{DF) with suppressive fires and electronic jamming to de-
prive us of the full use of our tactical electronic emitters.
This training circular explains how the direction-finding
component of enemy radioelectronic combat is used, and
how specific protective techniques may be applied to pre-
vent United States Army units from becoming enemy elec-
tronic targets. ‘

The word “he” or “his” in this publication is intended to inclode
both the masculine and feminine genders and any exception to this
will be so noted.
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INTRODUCTION

The dependence that US forces place on communica-
tion will be more evident on the next battlefield than ever
before. This reliance is primarily due to new develop-
ments in communication technology that continue to add
to the overall effectiveness of our communication system.

However, as US history has taught us, we assume that.

the enemy knows our strong points, and that he will make
every effort to hit us in our most critical areas. On the
modern battlefield, our communication system will serve
as the keystone upon which the command and control of
our forces will depend. The enemy will try to destroy or
disrupt at least 50 percent of our communication systems
by using radioelectronic combat,

INTRODUCTION
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Radioelectronic combat is a term used by Soviet model
forces to describe the integration of signals intelligence,
intensive jamming, deception, and suppressive fires to de-
prive their adversary of command and control in combat.

To accomplish this objective, the enemy uses direction-
finding as a method of determining the approximate rela-
tive direction or bearing of a transmitting antenna (radio
or radar) from one, two, or, more commonly, three or
more direction-finding positions.

A line bearing is determined by measuring the direction
of arrival of an emitter’s radio waves at the DF position.

A BEARING One radio direction-find-
ing (RDF) bearing provides
approximate direction, but
not distance.

P
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Two RDF bearings usually A CUT
provide approximate di-

rection and some concept

of distance.

Three or more RDF bearings are referred to as a fix. A fix A FIX
usually provides sufficient direction and distance in-
formation to determine an approximate location.
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The same principle applies to locating radar equip-
ment. In this case, the enemy uses DF equipment that is
compatible with radar signals. Radars may be located
more accurately than radios due to their signal character-
istics, often within a triangle or circle having a radius of 50
to 200 meters.

DIRECTION-FINDING AND TACTICS
ON THE MODERN BATTLEFIELD

Radio direction-finding is but one of the radioelectronic
combat assets available to the enemy commander. RDF can
assist the commander in making his tactical decisions by lo-
cating for him command posts, storage areas, and othertypes
of important targets. '

The RDF ground stations are positioned so as to provide
high angle intersection of the lines of bearing thus providing
a better fix area. The RDF stations may be located along a
straight or concave baseline. These arrangements provide
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the best azimuth angles of intersection at short distances
(within 20km) and fair angles of intersection at longer dis-
tances (75 km).
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CONCAVE BASE LINE

In order to obtain the best bearings over a wide area, the
enemy commander might locate his RDF stations in a tri-
angular or quadrilateral base line pattern. These patterns
provide fair angles of intersection on most transmitters in the
area of coverage, but do not provide adequate angles of in-
tersection on transmitters located near the forward edge of
the battle area (FEBA).
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The pattern arrangement of RDF positions may reveal
where the enemy commander intends to concentrate his
efforts in an attack. Surveillance techniques which detect
these employment patterns should be considered along
with other indicators in determining enemy intentions,

TRIANGULAR BASE LINE

Efficient jamming depends on direction-finding as an
analytical aid to select and generally locate target transmit-
ters. The receiving element of the target transmitter is then
selected for jamming, and the jammer’s antenna is oriented
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to the location indicated by RDF. Enemy doctrine estab-
lishes a requirement to jam US Army command, control,
and weapon system communications when they cannot be
destroyed by suppressive artillery ﬁres The three main
types of jamming are illustrated below. - o

CHAPTER|

1 SPOT AAMMING (i

TYPES OF JAMMING

Spot jamming is used to jam certain individual frequen-
cies without jamming other adjacent frequencies. It re-

_quires one jamming signal per frequency to be jammed.

Barrage jarnming allows several adjacent frequencies to be
jammed at the same time by one high power, broad band
jamming signal. Sweep jamming uses one signal and moves
it up and down through a band of frequencies. This is
basically a combination of spot and barrage jamming in that
it allows several frequencies to be jammed in sequence, but
all the jamming power is concentrated on one frequency at
any one time.

Jamming can also support DF when used to block com-
munication for a prolonged period. This causes the target
station to create a backlog of traffic. When the jamming is
terminated, the target station may then transmit continu-
ously over a period to relieve the backlog. Prolonged trans-
mission in these cases enables DF to obtain numerous
bearings and thereby refine the fix area.

Enemy forces jam very high frequency (VHF), but they
also depend on VHF for command and control of their
own weapon systems. By using VHF directional antennas,
enemy forces are able to control this problem, -
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They practice this technique in training. Enemy forces
use VHF and ultra high frequency (UHF) multichannel com-
munications at selected key levels. They also employ high
frequency (HF) tactical communications as a back-up com-
munication system down to tank platoon level.

NONCOMMUNICATION INTERCEPT
AND DIRECTION-FINDING

A US Army division is allocated approximately 400 non-
communication emitters. These include such devices as
radar sets, navigation beacons, aircraft landing systems,
identification as friend or foe (IFF) devices, drone control
units, fuzes, electro-optic devices, searchlights, and mete-
orological data-gathering systems.

Although these systems vary widely in their electronic
characteristics and in their concept of deployment, in
most cases they radiate electromagnetic energy into po-
tentially hostile territory where it is vulnerable to inter-
cept and analysis by enemy signals intelligence units.

- The two major factors considered in determining the
interceptability of various noncommunication emitters are
signal strength and the amount of operating time. Pow-
erful radar signals can be intercepted at distances in ex-
cess of five times their operational range. That is to say,
a radar with a maximum range of 5 kilometers searching
for targets would be vulnerable to intercept at. distances
in excess of 25 kilometers. This is because the radar in-
tercept operator intercepts the strong emitted signal and
is not required to receive the weak echo signals required
by the radar operator.

Early warning and surveillance radars must operate for
prolonged periods of time to accomplish their surveil-
lance mission, and are, therefore, extremely vulnerable to
intercept.

Fire control and guidance radars operate at brief- or
intermittent periods, causing them to be less susceptible
to intercept. However, regardless of the duration of the
operating period, all radiations are vulnerable to intercept.
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Because of the sharpness of radar waves, highly direc- EMITTER LOCATION
tional antennas are able to provide very accurate direc-

tion-finding information. Direction-finding from two or
more radar direction finders permits a radar emitter to be
located as shown below.
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Important signal information is contained in the techni-
cal characteristics of the noncommunication emitter sig-
nal and its direction of arrival. Signal analysis can reveal
the type and function of the emitter; the direction of
arrival information can permit location of the emitter. The
basic characteristics of the emitted signal are:

® the carrier frequency, which is obtained from the
tuning dial of the receiver or, more accurately, from a
frequency counter;

® modulation characteristics, which include pulse
width, pulse recurrence frequency, and pulse shape,
and which are obtained from an oscilloscope display
of the detected video waveform;

® the direction of arrival, which is derived from the
orientation of the directional receiving antennas;

® the antenna scan measurement, which is derived
from the pattern displayed on an oscilloscope or ob-
served audibly in a headset; and

* the amount ‘of radiated power, which is estimated
from signal strength measurements and distance
from the emiitter.

When all of these characteristics have been analyzed, the
signal analyst is able to identify the type of emitter and
thereby know the control function or weapon system with
whichitis associated. No twofriendly emitters have theiden-
tical combination of the characteristics listed above. Further,
some emitters have unique or unusual characteristics due
to a system idiosyncrasy or defect. Because of this, they can
be specifically identified or “fingerprinted.” These emitters

‘can easily be tracked from one location to another, thus pro-

viding valuable and reliable intelligence to the enemy com-
mander.
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CHAPTER I

HOW AIRBORNE RADIO
DIRECTION-FINDING
WORKS

Airborne radio direction-finding (ARDF) is a radio direc-
tion-finding system mounted in a helicopter or a fixed-wing
aircraft. The principles of operation of ARDF are similar to
those of ground vehicle radio direction-finding. However,
the use of an airborne platform increases the elevation of the
receiving antenna, thereby enhancing the ability of the re-
ceiver to intercept radio signals at longer distances than
ground based systems.

AIRCRAFT ELEVATION
GREATLY INCREASES
RANGE OVER GROUND
SYSTEMS

Further, ARDF is not subject to as many effects of prop-
agation error as is ground station RDF. An aircraft also has
the advantage of taking a series of many successive bear-
ings along its flight path.

13
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AIRBORNE RADID T
DIRECTION-FINDINGFIX | | "

More azimuth readings and better accuracy are pos-
sible with ARDF, but the aircraft is required to remain on
track long enough to acquire a wide base for the DF
bearings. If the aircraft is diverted, as by antiaircraft fire,
for example, the bearings will be distorted.
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At ranges of 10 to 100 kilometers, and at altitudes of 3,000
to 5,000 feet, an ARDF aircraft can sweep a front of 5 to 300
kilometers at depths up to 50 kilometers. When an ARDF air-
craft is kept 30 kilometers or more from the FEBA by sup-
pressive fire, the ARDF target area may be larger. However,
when the area is larger, the number of VHF target emitters on
the same frequency within the area may be too large to ef-
fectively distinguish one from another.

A simple radio transmitting antenna radiates waves in HIGH
many directions, although the strength of the waves may FREQUENCY
be greater in certain directions and at certain angles ARDF -
above the ground. Both the sky wave and ground wave
may be used in HF communications. Long-distance HF
radio transmission operates principally by means of sky
waves being refracted from the ionosphere to a receiving
antenna on the earth’s surface. High frequency airborne
DF operations are conducted against these 1ntent10nal
and unirntentional sky waves prior to refraction.,
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In short-distance HF radio transmissions, the ground
wave rather than the sky wave is the principal means of
communication. However, airborne DF is conducted
against the unintentional by-product {sky wave) of this type
of transmission. The distance from the transmitter at
which these waves can be received by ARDF is affected
by transmitter power output, type of antenna, terrain, and
operating frequency. A typical distance is 80 kilometers.
Although frequency affects wave propagation; the manner
in which airborne DF operations are conducted against
HF and VHF targets remains unchanged.

VERY HIGH  The energy from a VHF transmitting antenna is nor-
FREQUENCY mally.radiated. as: an omnidirectional wave. through the
ARDE atmosphere to a receiving antenna located within line-of-
sight. Airborne equipment, because. of greater elevation, is
capable of intercepting this line-of-sight transmission at
greater distances than ground-based interceptors, thus

enhancing its operations at extended ranges.

18
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In conclusion, airborne radio djreciion-ﬁnding p‘r.OVidésr

the enemy with approximate location of emitters associ-

ated with US forces for subsequent destruction, decep-
tion, or continued observation for electronic  warfare

intelligence exploitation.

CHAPTERI
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CHAPTER (it
RADIO WAVES

The ability of a direction-finding station to intercept
and then determine a bearing on a target transmitter de-
pends on its ability to receive a “usable” signal. A usable
signal depends on the characteristics of radio waves.
There are two principal ways in which radio waves travel
from the transmitter to a receiver or direction-finder: by
means of the ground wave, which spreads directly from
transmitter to receiver through or just above the soil or
sea, and by means of the sky wave, which travels up to the
electronically conducting layers in the earth’s upper at-
mosphere and then is refiected back by them to earth.

Long-distance (600 kilometers+), high frequency (3 to
30 MHz) radio transmission takes place principally by
means of the sky wave. Short-distance high frequency
transmission (50 kilometers) uses the ground wave, Tact-
ical FM communications, like the AN/PRC-77, use VHF. Very
high frequency (30 to 300 MHz), often called tactical FM
communications, is a radio, line-of-sight, short-distance
(40 to 80 kilometers) radio transmission method. Both the
AN/PRC-77 and the' AN/VRC-46 series radios use a portion
of the VHF spectrum (30 to 76 MHz). The range of the VHF
ground wave depends on the unobstructed line-of-sight
distance from the transmitting to the receiving antenna,
the height and type of the antennas, and the effective
power output of the transmitter. Enemy direction-finding
can be restricted by controlling the direction and power
of our radio’s ground wave. Use the lowest power nec-
essary to communicate.
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ANTENNA POLARIZATION
AND DIRECTIVITY

When power is delivered to an antenna, a radiation field
is established which travels from the transmitting antenna
into space and thence to a receiving antenna. The radia-
tion field has two components, referred to as the electric
and magnetic fields, which form a definite pattern de-
pending on the type of antenna used.

CHAPTER I

SIGNAL VOLTAGE
MAGNETIC FIELD

TRANSMITTING
ANTENNA.

" DIRECTION JOF} TRAVEL

Polarization of a radiated wave is determined by the
direction of the lines of force making up the electric field.
Lines of force at right angles to the earth are called verti-
cally polarized; lines which are parallel to the earth are
called horizontally polarized. Vertically polarized antennas
are used for efficient reception of vertically polarized lines
of force; similarly, horizontally polarized antennas are
used for efficient reception of horizontally polarized lines
of force. Commanders at every echelon should under-
stand how to use vertically and horizontally polarized
antennas to their best advantage. The unit communica-
tions-electronics (CE) officer should be consulted with re-
gard to the proper use of all antennas. The commander
needs to understand that vertically polarized antennas
provide the best flexibility in the attack when rapid move-
ment detracts from enemy DF. When transmitting in heav-
ily wooded areas and in many defensive situations,
horizontally polarized antennas provide the best security
and longer range.

ELECTRIC FIELD
RECEIVING ANTENNA

18
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HORIZONTAL POLARIZATION USING HORIZONTALLY POLARIZED ANTENNAS
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Either vertically or horizontally polarized antennas may
be used with VHF radios. Vertically polarized antennas, such
as whips, are more common for military communications
because they produce an omnidirectional signal (radiating
in 360 degrees) and, hence, are very versatile, However, om-
nidirectional signals are more vulnerable to intercept and DF
by the enemy. Horizontally polarized antennas, on the other
hand, are more directional. Using horizontally polarized an-
tennas reduces the vulnerability to intercept and direction
finding because the Adcock RDF antenna system used by the
enemy is more effective against vertically polarized signals.
The horizontally polarized signal will create bearing error in
the Adcock antenna system. Both vertically and horizontally
polarized antennas can produce dead areas called nulls —
zero signal — which can be pointed toward the enemy when
steerable directional antennas are used. This also will reduce
the vulnerability of radio emitters to intercept and direction
finding. Vertically polarized VHF signals are also stronger at
30 to 50 MHz with antenna heights under 10 feet. Above 50
MHz there is no practical difference between the signal
strength produced by vertically or horizontally polarized
antennas.

Various types of directional antenna systems can be
used in RDE Two of the more common types, the Adcock
and the loop, are discussed below.

YHE ADCOCK RDF ANTENNA

The Adcock type RDF antenna used by the enemy usually
consists of two to eight spaced vertical antennas connected
in opposition. There are other variations, but the illustration
shown to the right is typical. It is most efficient against the
vertically polarized component of an incoming radio wave.
The advantage to the Adcock antenna is that it is especially
reliable for VHF signals at a point beyond strong ground wave
range — an area to the rear of the FEBA, for example.

As a result, when the vertically polarized component of
a radio wave predominates, as is now the case with US
Army tactical communications using omnidirectional an-
tennas, the Adcock antenna is very etfective and has little,

CHAPTER Il
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if any, polarization error. Its chief weakness is its limited
gffectiveness in detecting horizontally polarized antennas.
In addition, the Adcock antenna and its connecting cables
are comparatively complicated to adjust. Good calibration
of the Adcock at a new site is very difficult to obtain and is
seriously affected by changing weather conditions. Never-
theless, the Adcock-type antenna remains more than ade-
quate for enemy forces so long as the US Army relies
heavily on vertically polarized, omnidirectional, VHF an-
tennas for tactical communications.

LOOP ANTENNAS

Enemy forces may also use spaced loop, rotatable loop,
and other type loop tactical VHF direction-finding anten-
nas. Like the Adcock, the spaced loop is a vertically polar-
ized antenna. It consists of two parallel loops fixed
coaxially to the ends of a boom which may be rotated.
Several variations are available and RDF positions of this
type may be mobile. The spaced loop antenna is not very
suitable for tactical conditions. It requires considerable
time to install and calibrate, has poor sensitivity, and
bearing ambiguity is difficult to discern. As a result, its
accuracy is limited. However, other HF and VHF loop an-
tennas do have tactical application.

29
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J S T
TARGET LOCATION

AND CEP

Direction-finding accuracy is mostly determined by the
power and antenna directivity of the target transmitter, by
electromagnetic influences which affect radic wave propa-
gation, and by the capability of direction-finding equip-
ment and operations. Because rather complicated
matheématical formulas are applied to determine the effect
of these influences, RDF accuracy was previously ex-
pressed for tactical use, with respect to rules of probabil-
ity and standard deviation, as an equivalent circular error
probability (CEP).

The term CEP is usually associated with artillery where it
is used to define delivery accuracy of a weapon or weapon
system. A CEPin RDFis expressed in terms of a CEP of a given
size plus a percentage figure. The percentage figure indicates
the likelihood that the target antenna is located within the
area covered by the CEP. It should be noted that this area
may contain a single antenna or several antennas such as
might be found around a battalion or higher echelon com-
mand post.

——500m
AREA = 785,000m?

500m CEP

CHAPTER IV
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In the example shown on the preceding page, when a

~ 500m CEP is reported with a 90 percent probability; there is
" 'a 90 percent chance that the target transmitter is located
- somewhere within the area defined by that 500m radius.

) Edrturi&tély; that information by itself is only of mar-
-ginal value in the acquisition of targets. But as mentioned

earlier, most enemy signal intelligence (SIGINT) analysts
apply CEP information in conjunction with poor signal
secumty (SIGSEC) on our part to complete the transmitter
location process. '

"The following :i]lustrati.on shows how tactical RDF is

- measured in‘meters of CEP.

"1 ToOGROSS.
" FOR USE

~'Awmn0NAL

As the term CEP implies, the area within which the object

- is probably located is circular. But since the area is normally
viewed from the side rather than the top, it is treated as an

ellipse ratherthan a _cu'cle Therefore, the CEP model would

be expressed like this: -~ \

| 50% of the length of the major axis of an
ellipse is used as the radius of a CEP.

Although the development and construction of a CEP is

- complicated, a basic u'nde'rstanding of the process is nec-
“essary in order to appreciate the enemy’s potential to locate
: our transn:ntters usmg CEP
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Due to the advent of computer-assisted RDF, it is im-
portant to also become aware of how an elliptic error
probability (EEP) is derived and how the EEP ellipse is
used. An EEP provides a more accurate location when
plotted than does a CEP. If one had the ability to actually
see radio wave propagation, it would appear in.a manner
similar to that illustrated. The RDF bearings form an el-
lipse, Usually three or more bearings are used to deter-
mine an RDF fix, but only two RDF stations are illustrated
in the example to reduce diagram clutter.

25
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CHAPTER V

CAUSES OF RDF
ERRORS

Realizing that the enemy will direct DF against US forces to
develop targets for suppressive fires, US commanders should
know enoughaboutdirection-findingtoavoid asmany errors
as possible when initiating electronic warfare against the en-
emy. Mistakes made by US units will only aid the enemy in his
direction-finding efforts. The chief causes of RDF error are:

# Radio wave propagation irregularity
@ RDF and emitter equipment inconsistencies

# RDF operator mistakes.

The key words are system accuracy and operation ac-
curacy of RDF. System accuracy is that accuracy provided
within an electronics laboratory when equipment is unaf-
fected by envircnmental or human effects. It is system
accuracy that is usually reported in equipment manuals
and Threat documents because it serves as a base for
scientific measurement. While system accuracy provides a
point of comparison, it should not be used to predict the
accuracy of target acquisition. Operational accuracy, on
the other hand, is field accuracy — the results obtained
by experience during training exercises or combat. Let us
examine, in general terms, the principal causes of RDF
error and their effect on RDF accuracy.

RADIO WAVE PROPAGATIONEERROR

—_

One example of a radio wave propagation effect is the
multipath error which occurs when a radio wave pro-
duces both a reflective and an instant component wave,
each arriving at different times and possibly appearing out
of phase. The DF operator hears the same signal twice. As
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a result, the direction-finding station has difficulty deter-
mining the true signal. Where the received signal arrives
from two or more paths, the RDF operator will read an
azimuth that is in error and biased. Errors up to 10 de-
grees can result from such a condition. The VHF multi-
path error may be caused by other metal equipment
located near the RDF equipment, by manmade obstruc-
tions, or by terrain which may distort the path of the
signal. Multipath error occurs more frequently at VHF than
HF since a smaller area can act as a reflector to a VHF

signal.

All this-is“important because when VHF radio operators
deliberately place terrain obstacles to radio wave propaga-
tion between the intended receiver and the enemy RDF,
they take advantage of the potential effect of multipath
error. This technique is called “masking,” and we'll talk
more about masking in Chapter VI.

RDF EQUIPMENT ERROR

Tactical RDF equipment is designed to perform with a sys-
tem accuracy within plus or minus 2 degrees. Accuracy
within plus or minus 2 degrees is the same as a total error of
4 degrees with regard to target plotting. System accuracy is
what is generally given in Threat manuals. The operational
accuracy, also referred to as field accuracy, of enemy tactical
RDF equipment is usually within plus or minus 3.5 degrees
(total 0 to 7 degrees).

Strategic or semipermanent RDF equipment, usually tar-
geted at HF communications and located well behind the
FEBA, is usually not more accurate than plus or minus 2 de-
grees;but the greater distancebetween the target transmitter
and the RDF site results in larger linear error and in a CEP
close to 50 kilometers. Nevertheless, strategic RDF plays an
important role in detecting major troop movements. The So-
viets probably used strategic RDF and communications in-
telligence (COMINT) to detect a temporary gap between the
German Fourth and Sixth Panzer Armies confronting Stalin-
grad on 13 July 1942, which allowed two-thirds of the Soviet
forces trapped across the Don Riverto escape — a significant
factor in the Soviet victory at Stalingrad.

CHAPTERYV
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Radio direction-finding equipment operators can also
contribute considerable error to RDF equipment by mak-
ing even minor mistakes in many operational and land
navigational functions for which they are responsible. Ad-
ditionally, tactical RDF equipment can seldom be verified,
or operator error distinguished from equipment or propa-
gation error. This is important because RDF is susceptible
to deception.

Radio direction-finding data enable analysts to deter-
mine the approximate location of an active transmitter
whose signal has been intercepted and from which RDF

\bearings were taken. These bearings in themselves do not
" provide sufficient information to correctly identify the

transmitter. Identification is usually provided through
analysis of signals. If enemy SIGINT analysts are deceived
into believing that a specific transmitter is assigned to,
say, a division tactical command post, RDF may reinforce
that conclusion, This is especially true if RDF reports that
the transmitter is indeed located where a division com-
mand post should be located with respect to the FEBA
and other boundaries. Other deceptive techniques against
reconnaissance, which could include decoy equipment
and installations, would further reinforce the deception.
By contrast, an otherwise flawless deception plan not
supported by electronic deception could be detected eas-
ily by enemy RDF.

The use of speech-security equipment (NESTOR or VIN-
SON)with VHF radios does not provide protection against DF,
Speech-security devices prevent clear text revelation of unit
identity or call-sign identity; but if only command and control
nets use these devices, identification of key emitters by RDF
can still be accomplished. In fact, when only key command
and control nets within a unit use speech-security equip-
ment, this practice greatly assists enemy RDF operators in
identifying command post transmitters.



TRAINING CIRCULAR 30-22 CHAPTER VI

FERTLE R AT am
el i § b

R
D

Once the battle begins and our units are attacking and
moving fast, RDF is not a significant threat to those units.
But when we stop or go into defense, enemy radio direc-
tion-finding, in conjunction with poor SIGSEC on our
part, provides targets for suppression — free targets.

A -
_ﬁéﬁ? o

Poor communications security (COMSEC) during field
training exercises allows location by RDF of many divisional,
brigade, battalion, and company command posts with an
accuracy of 100 to 250 meters, sufficient for destruction.

es
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Electronic emitters can be used to identify units, weap-
ons, and command posts because unit identity can be
simply determined by one or a'combination of:

= plain text revelation,

o

type of transmitter,

R

call-sign peculiarity,

[ S—

L

analysis of communication traffic,

s transmitter modulation,

g

@ operatoridentification,
® duration and frequency of messages,
» analysis of unauthorized codes or ciphers, and

» misuse of authorized call signs, codes, or ciphers.
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All of these bits of information are used in conjunction
with an analysis of the general location of a unit on the bat-
tlefield provided by direction-finding to locate it more pre-
cisely.

INTERCEPTED INTELLIGENCE: L

TYPEOFRADIO L

MODE OF TRANSMISSION S

CALL SIGNS 53.20MHz

MESSAGE FORMAT

FREQUENCY &)

TIME OF TRANSMISSION - -20MHz 233

DURATION OF TRANSMISSION -~ 2

-~ -
‘.fl' A
rd Al ,4"’/
_r,,.-’ j'-,
el
m e

»”
=" OPERATOR CHARACTERISTICS:

(ARTICULATION, IDHOM,
COLLOQUIALISM)
CIPHER SYSTEM ENEMY
APPROXIMATE =INE
53.20MHz - SIGINT
v | LOCATION BY RDF UNIT

Al LR

INFORMATION AVAILABLE FROM RADIO COMMUNICATIONS

And now, a short horror story. . .
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A US Army mechanized force pre-
pares to attack an enemy position on
the hill mass to the east. One of its
tank units is located off the adjacent
road in a woodline near the bank of
the stream. The tank unit is con-
cealed and in defilade awaiting the
arrival of a friendly mechanized unit,
approaching north and west of the
town, prior to attacking the enemy
position.
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" The mechanized infantry unit has
passed north of the town and is ap-
proaching the tank unit while taking
full advantage of all concealing ter-
rain. At this peint, both units remain
visually unobserved by the enemy.
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ALFA DNE BRAVO THREE SIX,
THIS IS ALFA DNE BRAVO TWOD
SEVEN. WHERE ARE YOU
LOCATED? OVER.

THIS IS BRAVO THREE SIX.
AM LOCATED (ENCRYPTED)
TANGO GOLF INDIA GOLF

INDIA HOTEL KILO SIERRA. o
OVER. :

34

As the mechanized infantry unit ap-
proaches the general location of the
tank unit, the commander requests ad-
ditional information about the tank
unit's location. Communication time is
about 10 seconds. The enemy opera-
tor monitoring the command net inter-
cepts the transmission and records it.

R T
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THIS IS BRAVD TWO SEVEN: SAY
AGAIN, OVER.

BRAVO THREE SIX REPEATS
HIS LOCATION — ENCRYPTED.

Total time for the entire communi-
cation transmission is about 45 sec-
onds. The enemy RDF nethas had more
than adequate time to determine the
azimuth from each of its three posi-
tions to the tank unit. The area within
the triangle on the picture represents
the approximate RDF fix.
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230w

A 1000m CEP FIX AREA

The area of the fix remains too
large for accurate targeting or to
risk exposing the enemy’s firing posi-
tions on the hill to the front. The
gridded location of the tank platoon
reported in the communication was
properly encrypted and remains unin-
telligible to the enemy. In fact, most
things are being done correctly. A
combined arms team is being used to
attack fortified positions, and the
team is using concealed avenues of
approach. However, the enemy
knows that one unit (mechanized) is
advancing towards another unit
(tank) located within the triangular

36

area delineated by RDF. The enemy
knows there will soon be two targets
within the triangular area. Elementary
call-sign analysis further suggests that
separate units are involved. If the new
automated communications-electron-
ics operations instructions (CEQI) are
not used correctly, prior tactical call-
sign analysis by the enemy will indicate
that a tank unit and a mechanized unit
are involved. Plain text revelation in-
volving the use of terms peculiar to ar-
mor or mechanized infantry operations
will also allow this conclusion.
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BRAVO THREE SIX, THIS IS BRAVO TWO SEVEN. | AM
NEAR YOUR LOCATION. WHERE ARE YOU EXACTLY?

THIS IS BRAVO THREE SIX. WE ARE 500 METERS
NORTH OF THE BRIDGE AT THE EDGE OF WOODLINE.
I'LL BACK OUT UNTIL YOU SEE MY PENNANT

BRAVO 27 is now about 1000 me-
ters from the tank unit, but i1s unable
to see the concealed tanks. But
BRAVO 27 has no intention of re-
maining in the open or of getting lost
near the FEBA.
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Meanwhile, on the hill to the front,
enemy gunners have received prelimi-
nary information for a fire mission.
Traverse and elevation are completed,
the guns are ioaded, and the gunners
are awaiting the order to fire. Only
the most basic analysis was required
to locate the “bridge” within the vi-
cinity of the RDF location. From
there, the woodline was readily lo-
cated. There was more than ade-
quate information with which to
provide a target.

38



TRAINING CIRCULAR 30-22

CHAPTER VI

THIS IS BRAVO TWO SEVEN.  SEE YOU.
WE'LL PULL ALONGSIDE. QUT.

The enemy artillery commander al-
lows another minute or so for the
APCs to close with the tanks and for
hatches to open, and then the APC
and tank engines are muffled by the
sound of exploding artillery aimed
500 meters north of the bridge at
the edge of the woodline.

Hopefully, the lesson to be learned
from this horror story is not that en-
emy. RDF is highly accurate, but
that...

= = S5 T ANLARNTY PR
RPOER CORBSEE 18 BUERinE:

During a three-day maneuver in 1975, about 60 per-
cent of all battalion and brigade command posts
within a US Army division were located to within 500
meters in this manner.

/ 39
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If the enemy is unable to destroy
our friendly unit by suppressive fires,
he will target the friendly unit's re-
ceivers for radio jamming during the
attack on his positions when com-
mand and control by our forces is
critical. Radio direction-finding and
poor COMSEC permit the enemy to
accurately direct his jammers
against our radios for maximum ef-
fectiveness.
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In the preceding scenario, the use
of -a predetermined approach route
for the mechanized infantry unit, and
the use of guides provided by the
tank unit could have avoided the use
of communication. This is one
method that enemy forces use to re-

* duce communication.
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MAIN ATTACK
RADIO SILENCE

This scenario also provided an ex-
cellent opportunity for elecironic
deception. A feint suggesting a fron-
tal attack north of the road could
have been simulated” with only one
tank and one APC using noise broad-
cast equipment to simulate the en-
gine sounds of tanks and APCs of a
larger force. Loudspeakers and re-
cording equipment could have been
used to broadcast recorded tank and
APC noise.

42

Manipulative communications de-
ception by the tank and APC indicat-
ing @ much larger force would have
contributed additional realism to the
feint by feeding the enemy false RDF
conclusions. Meanwhile, the actual
force conducting the main attack ap-
proaches from the south with emis-
sion control (radio silence). The
enemy's artillery is directed to the
wooded, but then unoccupied, area
"500 meters north of the bridge";
the attack is successful and casual-
ties hopefully reduced.

TRAINING CIRCULAR 30-22
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while deceptionisagood idea, it mustbe carefully planned
and coordinated with the battle commander and adjacent
units. Since the enemy may also use ground radar to verify
these targets, the deception force should include a deception
array.

A radio signal provides information even when protected
by code or cipher.

Electronic emitters can provide the enemy with the detec-

tion, general location, and possible identity of the transmit-
ting unit.

You can beat RDF by using the fo]]owing techniques:

= X
L‘ﬁ Transmit as quickly as possible, then get off the air; or-.

ganize message content beforehand to minimize trans-
mission time, and considernot transmittingthe message
by radio or telephone if alternative means exist; do not
peak traffic before an attack. '

i 2 | Reduce transmit power to the minimum level required to
permit communications.

: ]

1]

2 | Use mobile antennas where practical.

| i

i_E’I‘:! Use horizontally polarized directional antennas where
tactical utility permits.

e
f

-

= | . .
1 5] Remote radios 1 kilometer or more.
— _
! & | Use decoy antennas.

E.‘j Use encryption devices to prevent the enemy from refin-
ing RDF locations with measurement. data provided
through poor COMSEC; use proper call signs; employ
random transmissiens rather than wdi-'king on a sched-
ule to reduce the enemy’s-chance of interception.

@ Use Morse code where practical.

CHAPTER Vi
RDF
CAN BE
BEAT
43



CHAPTER VI

REDUCE
COMMUNI-
CATION TIME

-

a4

TRAINING CIRCULAR 30-22

L¥ i Site radio stations with obstacles between them and the
enemy to reduce the possibility of intercept.

°]

Use proper authentication procedures.
Train radio operators,

i=-| Take special care with radars and microwave
transmitters.

3l

-4} Take special care with jammers.

i;_;‘_‘] Change call signs, frequencies, and schedules.

A highly effective method for reducing the chance a signal
will be intercepted by the enemy istoreduce communication
time. You should try to limit conversations to less than 30 sec-
onds. A20-secondsignalisideal. Once stationidentityis con-
firmed (ALPHA ONE BRAVO ONE SIX, THIS IS ALPHA
ONE BRAVO TWO SEVEN), eliminate call sign redundancy
by using thelastletter of the changing portion of the call sign
plus the suffix (BRAVO ONE SIX, THIS IS BRAVO TWO
SEVEN). Where practical, you should also use personnel as
guides rather than providing direction and location over the
radio.

Short communication time is not as critical during the bat-
tle, but short communication as a counter-RDF technique is
vital during the preparation phase and during the approach
to the objective, or in the defense. Also, since the discovery of
the displacement of a reinforcing unit is critical, the reserve
force should not use radio communications unless neces-

sary.

An observant enemy notices that in too manyinstances US
Army tactical communications may be used as a substitute
for complete battle planning. Analysis of US tactical commu-
nications, illustrated in the following graph, indicates that
most communications used in training exercises are explan-
atory, not directive in nature. Tactical communications
should be used to convey decisions rapidly, key standing op-
erating procedures, and direct alternative courses of action.
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VHF/HF COM-  ©H
MUNICATIONS
USE TABULATED
BY NUMBEROF = 7
TRANSMITTERS
IN UNIT MULTE-

| PLIED BY MIN-

| UTESOFCOM-
MUNICATION AND
EXPRESBEDAS A
PEACENTAGE -

H‘l‘ ASSEMBI.Y MOVEMENT GUNTAGT EXPI.OITII'IDN DEFEHSE
~TO ISSEMBI.Y - AREA TG0N¥MT .

; hg 4— ' TIME/DISTANCE —
D UNAGCEPTABLE US ARMY BATTALION l COMMUNICATION PATTERN REQUIRED FOR

COMMUNICATION PATTERBN DURING . SUCCESSFUL PERFORMANCE IN ARTEP BY
FIELD EXERCISES COMPANY OR BATTALION.SIZE UNIT o 1| =

VHF/HF COMMUNICATION PERFORMANCE REQUIRED FOR SUCCESSFUL ARTEP VERSUS
PREVIOUS HISTORICAL PERFORMANCES.

Execution of the battle must be inherent in training, plan-
ning, ingenuity and teamwork. Vulnerability of communica-
tions to intercept and direction-finding is indicated by the
large volume and context of communications noted on com-
mand links prior to contact with the enemy. This pattern
uniquely distinguishes the US Army in the attack prior to its
departure from the assembly area.

Additionally, the communication pattern depicted in the
graph defies electronic concealment. There is too much
traffic to be concealed. By contrast, the preferred communi-
cation pattern (indicated by the shaded area on the graph)
can be concealed prior to contact.

Vulnerability to enemy RDF increases as the FEBA is ap-
proached.
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[ - ' ] When you transmit on low power, you reduce the op-
portunity for an enemy to hear your signal. If the signal
can't be heard, the transmitter can’t be located by radio
direction-finding,

Obviously, if your own station can’t hear the signal
either, the radio is of little use. The trick, then, is to use
only enough effective radiated power (ERP} to be heard
within your net, but not enough to be heard by the en-
emy. This is accomplished by thoroughly understanding
radio wave behavior, and by using low power wherever
possible and the best antenna for each situation.

LOW POWER " HIGH POWER

Unfortunately, tactical VHF radios have only two power
settings: low and high. Most operators use only the high
setting because they incorrectly think high power is better
and that the low power position is useless. Let us look at
the following example.

Atank platoon will operate in formations in which its tanks
will be separated from one another by about 100 to 1000 me-
ters. Even when the tank’s VHF/FM radio is set ori low power,
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the radio transmits an effective signal which may be received
by radio direction finders at a distance well in excess of 10
kilometers, and perhaps as far as 30 kilometers. On the higher
power setting, a radio direction finder may be able to inter-
cept the signal at a distance of 30 to 80 kilometers. Airborne
radio direction-finding can certainly intercept the high power
signal at a distance of 80 kilometers. Since US Army tactical
radios do not have variable power controls like commercial
radios, we must resort to expedients.

One simple operating procedure to reduce the ERP of
the AN/VRC-12 and AN/PRC-77 family of radios, using a
low power setting, is to bend and tie the AS-1729 whip
antenna toward the ground. This technique will reduce
the ERP at certain frequencies, particularly beiween 60
and 76 MHz. Bending the antenna will also deform the
radiation pattern in the horizontal plane, which is an-
other counter-RDF technique. See Chapter 2, Operator’s
Manual, TM 11-5820-667-12, for additional information. Al-
ways use Antenna Tip Assembly, FSN 5820-437-2353, to
prevent eye damage from tied-down antennas.

CAUTION
DG NOT TRANSMIT USING

ORILY THE ANTENRA STUR
OR NO ANTENNA

_ Using the AN/VRC or AN/PRC-77 family of radios with-
out an antenna, or with only the antenna stub, results in

severe mismatch of the power output stage. At certain

frequencies, this mismatch is so severe that the maximum
safe operating limits for the power amplifier transistor
could be exceeded causing permanent damage to the
radio.

Another method of reducing ERP and of distorting the ra-
diation pattern in the horizontal plane is to carry the AN/PRC
-77 upside down with the antenna tip a foot above the soil.
This technique will usually provide a good strong surface
wave within a radius of 5 kilometers, while reducing the ra-
dius of the direct wave most usable to RDF and ARDF

CHAPTER VI
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Use the smallest antenna which will permit effective
comrmunication. Do not hesitate to take the extra step of
changing from a ground plane antenna to a short whip
antenna whenever possible.

Areduced height VHF ground plane antenna (RC-292) can
be mounted into a pole holder attached to the front bumper
of an M151, M715 truck, or to an APC and secured with guy
wires. This procedure provides a highly mobile command
post and antenna array. Where terrain permits, this tech-
nique is superior to remoting antennas since it allows for
greater mobility. The mobile RC-292 has excellent applica-
tions in desert operations.

CAUTION: This antenna produces a large radiat-
ing pattern and long communication
ranges. Use low power when possible.
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For all-around versatility, the omnidirectional, vertically [ - ]
polarized antenna cannot be beaten. The flexibility pro-
vided by omnidirectional antennas is important to the UsE :
commander during the attack when it is difficult to main- DIRECTIONAL,
tain correct orientation for horizontally polarized, direc- HORIZONTALLY

tional antennas.
POLARIZED

Vertically polarized, omnidirectional antennas are re- ANTENNAS
quired for communication between moving vehicles. How-
ever, when electronic counter-counter measures (ECCM)
are considered, the omnidirectional antenna has one
chief disadvantage. Omnidirectional antenna signals travel
in a 360-degree pattern and usually well across the FEBA
where they are susceptible to intercept and RDF Direc-
tional, horizontally polarized antennas should be consid-
ered for lateral communications whenever possible.

B ¢ g P ———-

ANTENNA HORIZONTAL;

RADIATION DIRECTIONAL
AND AT RIGHT ANGLES
TO ANTENNA

Enemy forces primarily use Adcock and vertical loop
RDF antennas which are designed to achieve best per-
formance when receiving vertically polarized radio waves.
A horizontally transmitting VHF antenna will radiate a
predominantly horizontally polarized wave to a consid-
erable distance (10 to 40 kilometers) from the transmitter.
The horizontally polarized wave will create bearing error
in an Adcock antenna and a very large error in a vertical
loop antenna. This may cause an error as much as five
times as great as the usual operational error, or about 20
degrees, creating unusable RDF bearings. It is impossible
for an RDF operator to continually adjust tactical, ground--
operated RDF equipment, particularly Adcock antennas,
to compensate for both vertical and horizontal waves.
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If US forces would use both vertically and horizontally
polarized, omnidirectional and directional VHF antennas,
and good COMSEC practices, direction-finding would be-
come very difficult and expensive for our adversary.

End or center-fed, one-half wave or one-quarter wave,
directional antennas offer many advantages with VHF ra-
dios. A doublet antenna is an example. By increasing ERP -
in the desired direction, it provides a more directional
signal which can reduce the enemy’s ability to intercept
the signal by 20 to 40 percent while providing a 20 percent
greater range, especially in wooded areas. This is a useful
ECCM technique.

APC SERVES AS COUNTERPOISE

SIGNAL

IGNA o
S%M NULL
S

e -

NOTE: BOTH TRANSMITTING
AND RECEIVING
STATIONS SHOULD
USE ANTENNA WITH
SAME POLARIZATION.

A VHF directional antenna is small, only 9 feet long for a
frequency of 50 MHz, or 6.5 feet for a frequency of 70 MHz.
An antenna of this size is easily concealed. Doublets are also
easily constructed from copper wire (or landline), a “cobra
head,” and two plastic %-ration spoons as insulators.
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CHAPTER VI

} PLASTIC SPOON INSULATOR

‘ j COBRA HEAD ™~—e__

/ WD-1 COMMO WIRE

.

F Horizontally polarized, *Farmula for ¥z wave antenna:
center-fed, doublet Antenna 468 Antenna
antenna for AN/PRC-25 or =T ——
-77 radio. See TM 11-2651 Length Frequency Length
and TM 11-5820-4 67-15. (in faet) (in MHz) (in feet)

*Formuta for %a wave antenna:
23

=  Frequency

(in MHz)

There are, of course, drawbacks. For example, when one
station uses a horizontally polarized antenna, the other
station should also use a horizontally polarized antenna.
Correct antenna orientation between both stations is also
important, but the advantages, particularly in a defensive
situation, warrant consideration of this technique wher-
ever practical. Also, antennas of this type are not suita-
ble for fast moving offensive operations. A directional,
horizontally polarized antenna provides the commander
an alternative to, but not necessarily a substitute for, the
directional, vertically polarized antenna.

Half-wave, horizontally polarized VHF antennas offer a
number of advantages over vertically polarized antennas:

» The horizontal antenna produces a more stable sig-
nal in the presence of interference (jamming).

@ The horizontal antenna produces a more stable sig-
nal when used in or near dense woods.

» The horizontal antenna is more readily camouflaged
without loss of signal.
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¢ Small changes in antenna location do not cause large
variations in signal strength.

@ The horizontal antenna is less susceptible to direc-
tion-finding because of polarization, and because its
signal can be directed. to intended recipients and
away from enemy RDF in most instances.

Horizontally polarized antennas may be constructed by
following instructions in:
® TM 11-5820-667-12 (LongWire for AN/PRC-77 Radio)
# TM 11-2651 : (Antenna Groups AN/GRA-4 and
-12, Center-Fed Doublet)
m TM 11-5820-467-15 (Antenna Group AN/GRA-50)

While the information provided in these manuals is
tailored for HF applications, the dipole dimensions can be
readily scaled down for the particular operating frequency
in the VHF range at the proper 50-ohm impedance re-
quired by the AN/PRC-12 and AN/PRC-77 family of radios.
The AT 984A/G can be used to make an end-fed antenna for
AN/PRC-77 radio; see TM 11-5820-667-12.

SV WIREUMSOFEET ¢ v oS
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- WHIP NVENN e
BDNNFCTDR

TUENG

- APPROX

'WINQINGHANDLE F
TOSUPPOF!T Coci o AFEET T

ST Y GROUND

THE RF CABLE ASSEMBLY CG-692/U CAN BE USED TO FEED A DOUBLET ANTENNA

The AN/GRA-39 radio set control group allows the op-

REMOTE erator to remote the radio up to 3.2 kilometers. It should
OPERATION be noted that there is no practical advantage to be gained
OF RADIDS by installing the radio and antenna away from the com-

mand post (remoting) unless the distance is 1 kilometer
or more. The error inherent in RDF equipment does not
provide for a consistent accuracy less than 1 kilometer.
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During most battlefield situations, DF analysts can be
expected to regard the DF fix and its attendant CEP as a
clue to a transmitter’s location. Map analysis, other infor-
mation, and textual revelation are applied to refine the fix
for targeting data. Further, even when using NESTOR
speech security equipment, the remoting cables are sub-
ject to exploitation by inductive-type line interdiction
(wiretap) devices, devices that need not touch the cable.

Also, remoting cables may cause radiation leak after
being subject to vehicle traffic. In some instances, radia-
tion-leaking cable arrays may provide a better target than
the antenna. Deceptive command post location probably
offers better survival than remoted antennas unless the
remoted distance is 1 kilometer or more.

CONTROL, BADIO SET  CONTROL, RADIO SET

C-2328/GRA-39 C-2329/GRA-39 RADIC SET
alte o ' 1 s
°d > Q ] %
¥ /’| ? @ ? \‘= —
Z x,
(I\BISE-IS-DHHEEE = 7 VINSON KY 57

HANDSET GOES HERE
HANDSET SEETM 11-6820477 12
W/CHANGE 3

AN/GRA-38A HAS CALL LIGHT ADDED; AN/GRA-39B HAS CALL LIGHT AND RFI CIRCUITRY

ENEMY WILL FIRE AT
TRANSMITTING ANTENNA -5
RATHER THAN L e
DPEHATD‘R

se s =

B g
R .
-

- a

[

Sl

|
|

i

4
i

USE OF THE AN/GRA-39 RADIO SET CONTROL GROUP (REMOTING ANTENNA SET)
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When available and practical, surplus or decoy anten-
nas should be erected in credible antenna locations within
2000 to 5000 meters of the command post. Enemy intel-

USE DECOY ligence analysts are inclined to place special emphasis on
: - photographs or reconnaissance reports of visible antenna
ANTENNAS arrays which appear within the CEP provided by RDF. The

real antennas, especially distinctive microwave antennas,
must be carefully camouflaged.

ENEMY SEES
THIS ANTENNA

. 4 EXPUSETHIS
Pz e ANTENNA

CAMOUFLAGE
THIS ANTENNA

- AN/CRA-32 BGROUP
- ¢ INUSE HERE

&LEAST 15km
’
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Use the KAL 61-DRYAD or other appropriate encryption
systemn for all numbers (map coordinates, distances, dates,
and times). When used with an NSA-accredited brevity list,
‘the KAL 61 can also encrypt words, phrases, and short
standardized messages. Do not assist the enemy by making
approximate RDF locations precise due to poor COMSEC.
Never discuss past, present, or future locations in plain text.

GOOD
COMSEC...

IFIST SINBEANE BIVISING |RIRMNBILE)
DREFITY LIST (W)

Page | MEL KM 2
00 OFFIEML DSE ONLY

(PROTECTIVE MARKING)
03T AINBDRRE DIVISHIN [MBWOSILE)
{CENI) (D)

COPY_OF..COmEN
Tims Parigde O1 thru 08
{PROTECTIVE MARKING)

AUTHORIZED
RADIO
PROCEDURES

CHAPTER

vi

USE YOUR

| ENCRYPTION

SYSTEM

SECURE

COMMUNICATIONS
FOR TACTICAL

UNITS
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Communication time can also be reduced by using an
inexpensive (less than $15) radio code tone oscillator.
Used to practice Morse code, and obtainable at most radio

CONSIDER supply stores, the oscillator can be attached to the audio

USE BOF input of FM/VHF radios. This adaptation permits the
transmitting of short duration Morse code tone signals in
MORSE CODE place of long duration voice signals. The signal is clear,
sharp, and perceptible at a greater distance than voice;
and, when used with a directional antenna, Morse code is
an excellent COMSEC technique. Radiotelegrapher's Q
and Z signals may serve as a basis for a divisional Morse
code system. Special forces and long-range reconnais-
sance units put FM/Morse code to good use in Vietnam.

B e TR E R —

' CDBE OSCILLATOR'

L ATYPIGAL) -

* JpiTeH _ ToNef

anPRc. 25 oR AWERG 3

Pieokey -

This idea is a technique from the field.
Consult the unit C-E Officer for
proper use of this technique over con-
trolled VHF nets.

— T e el L M
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Antenna masking is the technique of hiding radio sig-
nals behind terrain. It is an inexpensive method to con-
fuse RDF.

Very high frequency radio waves bend and bounce; they
are reflected by buildings and mountains and absorbed
by trees. When this happens, it is difficult to determine
the original direction from which the waves were trans-
mitted, although the hearability of the signal is affected
very little. A radio operator can use this principle to his
advantage by placing terrain obstacles between the trans-
mitter and the FEBA, thus affording an unblocked path to
the intended receivers. '

 Hills and dense forests also serve as obstacles. Lakes
serve as trampolines. A radio operator should erect anten-

nas as low as adequate commumnication permits and, in all

cases, antennas should be camouflaged to blend with ter-
rain.

CHAPTER VI

MASK
ANTENNAS
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Be aware of imitative communications deception.
Authenticate! Imitative communications deception is fre-
quently used by an enemy to prolong communications,
Radio direction-finding thrives on prolonged communica-
tions. Don’t be caught by the lure. If you'll remember our
short horror story, enemy forces were able to determine
the approximate location of the tank unit in well under 60
seconds of transmission time. Do not respond to calls that
you cannot authenticate with certainty; it might be an

-enenty operator practlcmg imitative communications de—

ception.

Operation of a vehicle, for example, is a comparatlvely
simple task for most US Army personnel: nevertheless, a
definitive training and licensing program is required to
insure personal and group safety as well as to prevent
equipment abuse. In combat, misuse of the radio through
ignorance or carelessness can result in the death of an
entire unit.

Use of any tactical radio should be restricted to individ-
uals, especially officers, who continually demonstrate
equal qualification in both radio-operator skills and COM-
SEC.

Though this circular pertains chiefly to RDF of VHF and
UHF, FM, single-channel communication emitters, radars
and VHF microwave transmitters pose special problems to
be considered in conjunction with communication emitters.

The nature of a radar wave as opposed to that of an HF or
VHF radio wave makes direction-finding of a radar very
accurate and lucrative. Direction-finding of radars can be
very precise — to within a CEP of 50 meters at a range of 10 to
20 kilometers. This accuracy is sufficient for directing imme-
diate and effective artillery fire. Too frequently, US Army units
collocate radars with radio transmitters, especially in artil-
lery units. Even when the radar operator practices good
electronic security (ELSEC), the combination of radar signal
and radio traffic provides considerably more SIGINT to the
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enemy than when emitters are separated. This is an oppor-
tunity for better use of landline communications. Do not lo-
cate radars near communication centers or command and
control areas. Insure that radar equipment operators prac-
tice good ELSEC.

CHAPTER VI

THE BEST RDF TARGETS ON THE BATTLEFIELD

Microwave communications systems use highly direc-
tional antennas. An RDF set has to be directly in the path
of the microwave signal before it is effective, and still the
distance to the transmitter is difficult to measure accu-
rately. It is not uncommon, however, to observe micro-
wave system operators using an HF or VHF radio with an
omnidirectional antenna to communicate from one end of
a microwave link to the other High frequency or VHF
communications usually reflect service traffic distinctly
familiar only to microwave systems used at command
posts.

AN/GRC 108 HF
VOICE ORDER WIRE
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—

Friendly jammers are also among the biggest RDF elec-
tromagnetic targets on the battlefield. No longer can these
high radiation devices be deployed to the highest terrain

P T T

TAKE SPECIAL to operate with impunity for extended periods The mod-
CARE WITH ern battlefield requires mobile jammers, capable of mov-
b ing constantly while still operating. The high amount of
JAMMERS i radiated power and the peculiar signal transmitted by

jammers enable enemy RDF to easily identify them as
targets for suppressive fires. Deployment of tactical jam-
mers requires optimum signal security tactics.

b L T

Jammers must radiate large power levels across the
FEBA and be located close to the FEBA. These conditions
create considerable vulnerability with a high probability of
intercept and accurate DF locations.
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Change call signs, frequencies, and schedules at least
every 24 hours; change call-sign suffixes as well. Don't
circumvent the automated CEOI. These techniques re-
duce the enemy’s ability to analyze RDF reports in con-
junction with COMINT.

Electronic emitters can reveal locations of units, weap-
ons, and command posts because these locations can be
approximately determined by direction-finding and then
refined to an accuracy sufficient for target acquisition by:

. plain text revelation,
® reference to terrain features by the operator, and

L . .
terrain analysis.

CHAPTER VI

CHANGE

CALL SIGNS,
FREQUENCIES, |
SCHEDULES
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APPENDIX A
INFORMATION MOST OFTEN REVEALED
USING PLAIN TEXT
RADIO OPERATORS USING PLAIN TEXT MOST OFTEN
REVEAL:
ADA LOCATION COMMAND POST
AIRBORNE LAUNCH AREA COMMUNICATION SITE
AIRHEAD CONCENTRATIONS (TROOP)
AIRSTRIKE TARGETS CONVOY (TIME - LOCATION)
ASP DEFENSE POSITION
ARMOR LOCATION DEPLOYMENT SCHEME
ASSAULT STRIP DGZ
ARTY LOCATION DZ/LZ/PZ
ARTY TARGETS EVASION ROUTE
AUTHENTICATION FAILURE FEBA
AVENUE OF APPROACH FORWARD STAGING AO
BARRIER LOCATION FREQUENCY COMPROMISE
BOUNDARY LINE FSCL
BRIDGE GOPL
CALL SIGN COMPROMISE  HELI PAD
CAPABILITY LRRP (LOC - ROUTE)
MANEUVER SCHEME PATROL ROUTE
MARSHALLING AREA PERIMETER
MINE FIELD PHASE LINE
MISSILE LOCATION POL SUPPLY
NUCLEAR WEAPON RADAR LOCATION
LOCATION RESUPPLY LOCATION
OBJECTIVE AREA SHORTAGES (CRITICAL)
OBSERVATION POST TACTICAL OPERATION
OFFENSIVE PLANS .CENTER
OFFENSE VULNERABILITY VIP LOCATIONS
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AAA
AM
APC
ARDF
CEOI

CEP
COMINT
COMSEC
DF
ECCM
ECM
EEP
ELSEC
ERP
ESM
EW
FEBA
FM

HF
ICD
IFF
MCD
RDF
SIGINT
SIGSEC
UHF
VHF

APPENDIX B
GLOSSARY

Antiaircraft Artillery

Amplitude Modulated

Armored Personnel Carrier

Airborne Radio Direction Finding
Communications-Electronics Operating
Instructions

Circular Error Probability
Communications Intelligence
Communications Security
Direction-Finding

Electronic Counter-Counter Measures
Electronic Counter Measures

Elliptic Error Probability

Electronic Security

Effective Radiated Power

Electronic Warfare Support Measures
Electronic Warfare

Forward Edge of Battle Area
Frequency Modulated

High Frequency

Imitative Communications Deception
Identification as Friend or Foe

Manipulative Communications Deception

Radio Direction Finding
Signals Intelligence
Signal Security

Ultra High Frequency
Very High Frequency

APPENDIX B
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