Mobile Sniffer
1. Purpose of the circuit
To detect unauthorized use of Mobile phones in Examination halls, confidential rooms, Mobile banned areas etc.

2. How it detects RF
The circuit can detect the RF radiation from the Mobile phone (even in the silent mode) which is used to detect the phone use. It detects incoming. Outgoing calls, SMS, Video, Snapping etc.

3. Theory behind the circuit

There is RF radiations in the atmosphere due the operation of many electronic devices, Radio and Telecommunication devices. The RF level may change if a communication system generates very high frequency RF signals during its operation. The circuit can compare the normal RF in the room as well as the strong RF emitted by the Mobile phone.

4. What is the RF level from Mobile phone

Mobile phone uses 2.5 GHz RF signals in the Microwave range for two way communications. The GHz signals are very strong which can go through the air without any disturbance. If GHz signals come in the air, it will supersede all other low frequency RF available. So it is easy to detect the variation in the RF levels in the room in the normal state as well as during mobile activation.
Mobile phone uses RF with a wavelength of 30cm at 872 to 2170 MHz. That is the signal is high frequency with huge energy. When the mobile phone is active, it transmits the signal in the form of sine wave which passes through the space. The encoded audio/video signal contains electromagnetic radiation which is picked up by the receiver in the base station. Mobile phone system is referred to as “Cellular Telephone system” because the coverage area is divided into “cells” each of which has a base station. The transmitter power of the modern 2G antenna in the base station is 20-100 watts.
When a GSM (Global System of Mobile communication) digital phone is transmitting, the signal is time shared with 7 other users. That is at any one second, each of the 8 users on the same frequency is allotted 1/8 of the time and the signal is reconstituted by the receiver to form the speech. Peak power output of a mobile phone corresponds to 2 watts with an average of 250 milli watts of continuous power. Each handset with in a ‘cell’ is allotted a particular frequency for its use. The mobile phone transmits short signals at regular intervals to register its availability to the nearest base station. The network data base stores the information transmitted by the mobile phone. If the mobile phone moves from one cell to another, it will keep the connection with the base station having strongest transmission. Mobile phone always tries to make connection with the available base station. That is why, the back light of the phone turns on intermittently while traveling. This will cause severe battery drain. So in long journeys, battery will flat with in a few hours.

AM Radio uses frequencies between 180 kHz and 1.6 MHz. FM radio uses 88 to 180 MHz. TV uses 470 to 854 MHz. Waves at higher frequencies but with in the RF region is called Micro waves. Mobile phone uses high frequency RF wave in the micro wave region carrying huge amount of electromagnetic energy. The strongest radiation from the mobile phone is about 2 watts which can make connection with a base station located 2 to 3 km away.
5. How the sniffer detect Mobile radiation

The circuit is designed as a sensitive RF detector using signal diode IN 34, capacitor C1 and resistor R1.Since the signal variation is too low, a signal amplifier using the transistor BFR 96 is used to amplify the signal variation. BFR96 is the microwave amplifying transistor. The preamplified signals are coupled to a high gain inverting amplifier using the JFET input Op Amp TL0 71. This amplifier further amplifies the signals to give to the power amplifier made 
up of IC LA4440. 
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                                           Diagram showing RF detection in Digital Multimeter

6. How it works

Normally, the RF sensor picks up the RF radiation available in the room which passes though the two amplifier stages and appears as a hissing noise in the speaker. When the Mobile phone is on use, the high energy RF in the form of pulses will disturb the RF in the room which generates a Motor boating noise through the speaker.
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           Preamplifier stage using Microwave detector Transistor BFR 96
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                               Second Amplification using High gain Inverting Amplifier

7. What is the range of the circuit

If properly, assembled, fixed and set, it can detect the RF variation around 8 meters radius. If two units are set in the room, it can cover 16-20 meters witch is sufficient to cover the whole area of the room.

